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1. What Al technology does SimpleDocs use?

SimpleDocs utilizes a combination of large language models (LLMs), machine learning
technologies, proprietary workflows, and customer-authorized data sources to power Al-assisted
drafting, review, summarization, extraction, comparison, redlining, and contract intelligence
capabilities.

Depending on the feature, SimpleDocs may leverage third-party Al providers and foundation
models, including OpenAl and other commercially available Al technologies. SimpleDocs may
update or expand its supported Al providers over time to improve performance, security, reliability,
and customer choice.

A current list of subprocessors is available through our Trust Center and Data Processing

Addendum.

2. Is my data used to train Al models?

No.

Customer Data submitted to SimpleDocs is not used to train, develop, or improve SimpleDocs' Al
features or any third-party foundation models used to provide the Services.

SimpleDocs uses approved Al providers under commercial agreements that include enterprise
privacy and data protection commitments. Customer inputs and outputs are not used to train
foundation models by default.

SimpleDocs may collect product feedback, usage analytics, and anonymized or aggregated

information to improve the platform, but Customer Data is not used for model training.

3. How is my data stored?

SimpleDocs is a cloud-based platform hosted on secure infrastructure provided by Amazon Web
Services (AWS). Customer Data is protected through industry-standard security controls, including
encryption and access management safeguards.

Some SimpleDocs products process documents without storing customer content beyond the time
needed to provide the requested service. Other products intentionally store contracts, metadata,



and related information to provide repository, search, analytics, workflow, precedent, and contract
intelligence functionality.

Customer Data is encrypted at rest using AES-256 and encrypted in transit using industry-standard
TLS.

SimpleDocs maintains technical and organizational safeguards designed to protect the
confidentiality, integrity, and availability of Customer Data. Additional details are available in our
Trust Center.

4. How is my data used?

Customer Data is used only for purposes authorized by the customer and necessary to provide the
Services.

Depending on the products and features you use, SimpleDocs may use contract content,
playbooks, approved fallback language, precedent data, repository metadata, and market-standard
data sources to support:

Contract review and risk analysis

Drafting and redlining

Clause extraction and summarization

Contract comparison

Repository and workflow functionality

Search and reporting

Obligation tracking

Benchmarking and contract intelligence workflows
Technical support and troubleshooting

Security, fraud prevention, and platform operations

SimpleDocs does not sell Customer Data or use Customer Data for advertising purposes.

5. How is my data deleted?

SimpleDocs will delete Customer Data upon customer request or upon termination of the
applicable services, subject to any limited retention requirements imposed by law.

Under our standard practices, Customer Data is generally removed from active systems within 30
days following termination of the customer relationship. Certain backup copies may persist for a
limited period as part of standard disaster recovery and business continuity processes.

Customers may also request deletion of Customer Data at any time, subject to applicable legal
requirements.

6. What security standards does SimpleDocs follow?



SimpleDocs maintains a comprehensive security program designed to protect customer information
and support regulatory compliance obligations.

Key security commitments include:

SOC 2 Type Il compliance

GDPR support

CCPA support

Encryption in transit and at rest
Role-based access controls

Audit logging and monitoring
Vendor and subprocessor oversight

Additional security documentation is available through our Trust Center at
https://trust.simpledocs.com.

7. How can | provide feedback about Al-generated results?

Customers can provide feedback through product interfaces, support channels, or their Customer
Success representative.

Feedback helps SimpleDocs improve workflows, prompts, user experience, and product
functionality. Customer feedback is not used to train third-party foundation models.

8. What are the limitations of Al-generated output?

Like all Al systems, SimpleDocs Al features may occasionally generate inaccurate, incomplete, or
misleading results.

Customers should:

Review Al-generated outputs before relying on them

Apply appropriate legal, business, or professional judgment
Validate important conclusions and recommendations
Maintain human oversight for critical decisions

The core SimpleDocs review and redlining workflow is built around the Microsoft Word add-in.
Additional functionality may be available through the web application, Al Assistant, Repository, or
configured integrations depending on your subscription and implementation.

Al-generated output may vary depending on document quality, document structure, model
behavior, available context, and other factors.

SimpleDocs does not guarantee that Al-generated outputs will be error-free, complete, or suitable
for any specific purpose.


https://trust.simpledocs.com/
https://trust.simpledocs.com/

9. Who can access my data?

Within your organization

Access to Customer Data is controlled through your organization's configuration, permissions, and
role-based access controls.

Depending on how your organization configures SimpleDocs, authorized users from legal, legal
operations, compliance, procurement, finance, sales, or other business functions may access
relevant information.

Within SimpleDocs

Access to Customer Data is restricted to authorized personnel who require access to perform their
job responsibilities, such as customer support, technical operations, security, or service delivery.

All personnel with access to Customer Data are subject to confidentiality obligations and access
controls.

Subprocessors

SimpleDocs may use carefully vetted subprocessors to help deliver the Services. Current
subprocessors are listed in our Data Processing Addendum and Trust Center.

10. Where is my data processed?

SimpleDocs primarily hosts customer environments in the United States using Amazon Web
Services (AWS).

For enterprise customers with specific data residency, regulatory, or contractual requirements,
SimpleDocs can support regional hosting options, including AWS regions in the United States,
Ireland, Canada, and Dubai, depending on the customer's needs and selected deployment
configuration.

Where Customer Data is transferred across international borders, SimpleDocs implements
appropriate contractual and organizational safeguards, including Standard Contractual Clauses
(SCCs) and other lawful transfer mechanisms where required by applicable data protection laws.

11. How can | learn more?

Additional information regarding security, privacy, compliance, subprocessors, and data handling
practices is available through our Trust Center:

https://trust.simpledocs.com



https://trust.simpledocs.com/

For additional questions, please contact:
security@simpledocs.com
or

hello@simpledocs.com

12. What Al providers and subprocessors does SimpleDocs
use?

SimpleDocs may use approved third-party Al providers, cloud infrastructure providers, and service
providers to deliver platform functionality and Al-powered features.

These providers are contractually required to protect customer data and may process data only as
necessary to provide the requested services.

A current list of subprocessors is maintained in the SimpleDocs Trust Center and Data Processing
Addendum.

13. What is SimpleDocs' approach to Al data retention?

SimpleDocs is committed to protecting customer data and minimizing data exposure when using Al
services.

For Al-powered workflows, SimpleDocs works with approved Al providers under commercial
agreements designed to protect customer data. Customer inputs and outputs are not used to train
foundation models by default.

Where supported by the underlying Al provider, SimpleDocs utilizes zero-retention or equivalent
enterprise privacy controls to limit the retention of customer data by Al providers.

It is important to distinguish between Al provider retention and SimpleDocs product storage. Some
SimpleDocs workflows process documents without storing customer content beyond the time
required to provide the requested service. Other products, including repository, search, analytics,
workflow, precedent, and contract intelligence capabilities, intentionally store customer-authorized
contracts and metadata to deliver the functionality of those products.

Additional details regarding data handling, subprocessors, and security controls are available
through the SimpleDocs Trust Center: trust.simpledocs.com

Questions? Email support@simpledocs.com


http://trust.simpledocs.com
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